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Rules of Engagement

>
>
>

Mics are NOT muted
Session is being recorded

Slides and recording to be
provided following the session

Post questions in chat and we'll
be monitoring

Raise hands if you'd like to ask
a question verbally
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1. New Chat and Channels Experience

2. Purview Information Protection: Cross-Cloud
Protected File Support
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New Chat and
Channels
Experience

Stay on top of chat and channels in one place, organize
chat and channels your way and quickly navigate and triage
messages with this new experience.
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The new, streamlined chat and channels experience makes it easier to stay on
top of what matters most and organize your digital workspace. Catch up on
chat, channels and teams in one place, create custom sections to organize
conversations by topics, use filters to triage messages and more.

° Stay on top of what matters o Organize your way

Bring your chat, teams, and channels into one place. Catch up without A new Favorites section contains your prioritized chat and channels.
switching contexts, integrating both chat and channels into your Create custom sections to organize conversations by projects and

critical workflows. topics.

° Triage efficiently o Switch to a more familiar view

Filter to unread messages to catch up on conversations across chat If you prefer your chats separate from teams and channels, or you

and channels or use the new @mention view to access messages want to turn on message previews, you can customize your view at

directed at you in one interactive list. any time.




m Microsoft

» Microsoft ‘

'l vals

"» Copilot

“s Discover

P -
) Mentions




= Microsoft

Expected July 2025 for GCCH - next
month!

First sign: Screen prompting you to get started  m—)
with the new experience. You can choose “Do it

later” to be reminded every day or so, up to three
times, before updating your experience.

About a week later, if you haven’t started yet, you
will see a final “Get started” screen and transition o [
to the new experience.

Settings Chats and channels

But...You can revert to ‘Separate’ view \ & Generl
/. Appearance
Chats and channels

Notifications and activity

Accounts and orgs

() Privacy
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1. Collapsed‘Chat’and 2. The Favorites Sections 3. Custom Sections to
‘Teams’ apps into includes chats, channels, organize key topics or
single Chat app. meeting chats (up to 25) projects (up to 50)

B & s You can now

Design Squad  cha add/drag and drop

B rclated channels and
chats (1:1, group,
and meeting chats)
to the section to
keep track of what’s
important to you.

Channel Chat

Favorites

— _ Group Chat
sy Air Force and Friends MW CSA Team
Air Force & Friends CSA Chat

¥e Danny McBride (You) / Meet|ng Chat

= NGC @ Hub Planning - 2025 April - Copilot / Al P...

Denise Gonzalez — 1:1 Chat

A, amanda.ray.3.ctr@us.af.mil (External)

Design Squad

External Chat

* & Engineering squad

=

Alexandria Budget

«" Alexandria team chat

I Research weekly sync
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4. The Filters options 5. The new @Mentions view shows all your personal
quickly focus your chat @mentions into one interactive list. Quickly access
and channels list. The Teams notifications that include @mentions, spanning
Unread, Channels, chats, meeting chats, channels (including hidden
Chats, and Meeting channels), enabling you to focus and prioritize
chats filters are shown conversations.
by default. The Meeting
chats and text search
filters can be accessed
via the More filters
arrow button.

Chat - Q& v Mentions

. Unread
Filter by name or group name -

Unread Channels Chats Unmuted = Pete DiPacla 12:54 PM
\ = In chat with vou

Meeting chats

Hi Danny; First congrats on making it to the final 4 in RPS.
Sandra asked me to announce the final 4 players. duning the...

Chat

() Copilot

Ahmed El-Ramly 11:55 AM
Unread ) | Channels B Menti \aron, Ahmed, Al, Hannah +7
= entions

Meeting chats




== Microsoft Resources

https://adoption.microsoft.com/en-us/microsoft-teams/new-chat-
and-channels-experience/

https://adoption.microsoft.com/files/microsoft-teams/chat-and-
channels/Teams-new-chat-and-channels-user-quide.pdf
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Frequently asked questions

1. Isthere an admin policy to enable or disable the new experience, or to set the defaults?
There are no new admin policies for the new chats and channels experience. Each user can make choices to optimize for

how they work best, guided by the in-product onboarding.

2. Why is the new combined tab called Chat?
The Chat app name keeps things short and simple when using the combined experience for chats, teams, and channels.
The familiar name is intended as the natural place for messaging across 1:1, group, and meeting chats and the user’s
channels. When a user has both the Chat and Teams apps, the separate names reflect the split of collaboration content

in each app.

3. What if Chat is disabled via policy?
Users will continue to see the Teams app by default, instead of the combined chat, teams, and channels in Chat. They

cannot choose the combined Chat experience in settings.



Stay on top of chats and
channels, all in one place

The new experience brings chat, teams,
and channels into one place under Chat.

Users can easily navigate between all
conversations and focus on what matters
without switching between apps and
contexts.

A self-service, guided onboarding flow
will help users discover the new
experience and configure it to their
preferences. Users who prefer to keep
chat and channels separate can easily do
so during the onboarding process or at
any time later.

Calendar

%

Calls

S

OneDrive

Apps

Chat

Unread = Channels | Chats

& Copilot

< Discover

@ Mentions

Favorites

9, Mona Kane

v

Design Squad

&e Engineering squad

Chats

0 \13 Charlotte and Babak

Unicorn invoice

. iﬁo Babak Shammas

ME  Marie Beaudouin

Qo Amanda Brady

Q;E Boulder
@ Daisy Phillips

Teams and channels

~

vNext
Alexandria Budget
Best proposals

Performance

o~

< D Q_ Search

) ) Designsquad /7 chat Shared

90 Hey, | wanted to start this chat to get to know some of tl

That's pretty cool!

Eric I.

oo Hey, | wanted to start this chat to get to know some of tl
We are starting to do intake for next half planning.

Will L.

‘@ Hey Daniela, great timing! We just met with the engineel

Here's the link to our backlog for

Kayo M.
§ ‘.:—o Yes that'd be great!
L A

Btw, can you check the LT Planning Agenda document?

Type a message



Organize conversations

The new Favorites section brings a user’s

previously pinned chats and channels together.

The rest of a user’s chats are here, in order of
message recency.

Teams and channels are below chats, organized in

the same order as the Teams view.

[
Q

Activity

&

Chat

Calendar

%

Calls

S

OneDrive

()

Apps

Chat

Unread = Channels | Chats

& Copilot

< Discover

@ Mentions

Favorites

9, Mona Kane

v

Design Squad

&e Engineering squad

Chats

0 \13 Charlotte and Babak

Unicorn invoice

. iﬁo Babak Shammas

ME  Marie Beaudouin

Qo Amanda Brady

Q;E Boulder

@ Daisy Phillips

Teams and channels

~

vNext
Alexandria Budget
Best proposals

Performance

< D Q_ Search

) ) Designsquad /7 chat Shared

g Hey, | wanted to start this chat to get to know some of tl

That's pretty cool!

Eric I.

oo Hey, | wanted to start this chat to get to know some of tl
We are starting to do intake for next half planning.

Will L.

‘@ Hey Daniela, great timing! We just met with the engineel

Here's the link to our backlog for

Kayo M.
§ ‘.:—o Yes that'd be great!
L A

Btw, can you check the LT Planning Agenda document?

Type a message



Organize conversations

With custom sections, users can bring all
relevant conversations on a project or topic
together into one place, across chats,
channels, meetings, Teams bots, or Al
agents.

[T
Q

Activity

Calendar

&

Calls

()

OneDrive

Apps

Chat

Unread @ Channels | Chats

& Copilot
<% Discover

@ Mentions

Favorites
9, Mona Kane
¢e Engineering squad
Alexandria Project

[ Alexandria Budget

+ #" Alexandria team chat
- Design Squad

Research weekly sync

Chats
. \ia Charlotte and Babak
- € Unicorn invoice
. i@, Babak Shammas

MB  Marie Beaudouin

.}o Amanda Brady

Q;E Boulder
2 Naihs trinma

Teams and channels

NG

< D> Q_ Search

) ) Designsquad // cChat Shared

g Hey, | wanted to start this chat to get to know some of tl

That's pretty cool!

Eric I.

oo Hey, | wanted to start this chat to get to know some of tl

We are starting to do intake for next half planning.

Will L.

‘@ Hey Daniela, great timing! We just met with the enginee

Here's the link to our backlog for

Kayo M.
3@0 Yes that'd be great!
LA

Btw, can you check the LT Planning Agenda document?

Type a message



(75 <D Q_ Search

Effectively triage messages S chat © @ Uy @ Designsquad 77 chat sharec

(7] 9 Hey, | wanted to start this chat to get to know some of
‘b' Channels | Chats v —0Q J 2
Chat
That's pretty cool!
@ Copilot
. . o . Calendar <>° Discover
New filters help users prioritize messages with Eric I
. - % @ Mentions .
a S|ng[e click, for examp[e unread, channels, or o o Hey, | wanted to start this chat to get to know some of |
meeting conversations. a SIS We are starting to do intake for next half planning.
OneDrive + &e Engineering squad
Will L.
Users can select unread along3|de one of Chats ‘@ Hey Daniela, great timing! We just met with the enginec
channels, chats, or meeting chats filters to « B charlotte and Babak
narrow down further. Filters are persistent until « @ Unicorn invoice
Apps
removed. . . q@o Babak Shammas Here's the link to our backlog fo
« »" Alexandria team chat @
When using the unread filter, a read message
. ) Teams and channels Kayo M.
will be removed from the view when you select _
. vNext s Yes that'd be great!
the next message, or on mobile you can pull to o
c . * Performance Vi
refresh the view and remove read items.
P Contoso Btw, can you check the LT Planning Agenda document?
* Announcements @

Type a message




Effectively triage messages

The new @Mentions view gathers
all personal mentions into a single
interactive list.

Now, users can quicky access all
conversations that include
@mentions without having to
search through multiple
conversations.

The Tag mentions view gathers
your tag mentions from channels
into one interactive list as well.

Chat

Unread ' Channels | Chats

@ Copilot
<% Discover

@ Mentions

Favorites
o, Mona Kane
Design Squad
%e Engineering squad
Chats
. \Iﬂ Charlotte and Babak
« € Unicorn invoice
. @, Babak Shammas
8 Marie Beaudouin
" Alexandria team chat
Amanda Brady
Boulder
Daily triage
" Alexandria team chat
3, David Power

(@ Robin Counts

Teams and channels

Q_ Search

Mentions

Unread

o

Henry Brill

Project Unicorn

Hey folks, | connected with the research
team today, and it seems like Daniela has ...

Kayo Miwa 11:21 AM
D Actiy d D

Daniela, let me know if you're available we
can connect today and go through the fra...

Kian Lambert

In che  you

We're thrilled to announce the upcoming
launch of our latest product! This innovati...

Robin Counts

&y Announcements and

The new Android version by team Maverick
brings several exciting features and impro...

Daisy Philips 11:21 AM

D A and D or
Daniela Could we get status updates on the
following components: script developme...

Chris Naidoo

2 Activity an

We're thrilled to announce the upcoming
launch of our latest product! This innovati...

Project Unicorn

understand how do we plan ahead.
« Connect with Chris on the data viz for the upcoming review.
« Let's meet today at 4 once we have the above.

G e

Do let me know if there are any questions, can hop on a quick call to discuss
further.

—————— lastread

9:.01 AM

Can we have the time details too?

M ane 1 \M

90 | have the report from last week which might be helpful. Let me quickly share.

Chris 11:24 AM

Q Mona, can you share the latest Figma on this as well??
M ane 11:2

90 Sure, I'll share it earliest by EOD.

Henry Brill 11:21 AM

Hey folks, | connected with the research team today, and it seems like

: Daniela has shared everything that was required. Daniela your expertise in
data analysis will be incredibly valuable for our project. Could you please
prioritize the PowerPoint tasks today and aim to have the file ready by the
end of the day? This will give us enough time to review and ensure
everything is polished before our meeting. Thank you!

Type a message




Navigate quickly

Click the quick navigation bar for
teams and channels to instantly
scroll to the Teams and channels
section.

The navigation bar displays in
bold when there are unread
messages in the Teams and
channels section, or with
indicators like "@" for unread
@mentions in channels.

77

Q Chat

Activity

Bo Unread == Channels = Chats

@ Copilot

Calendar <>° Discover

Q) @ Mentions

Calls
Favorites
O
OneDrive 9, Mona Kane
) Design Squad
&e Engineering squad
Chats
Apps

. \19 Charlotte and Babak
« . Unicorn invoice
. i@o Babak Shammas

MB Marie Beaudouin

'}a Amanda Brady

@;E Boulder

© Daily triage

»" Alexandria team chat

g’, David Power

L@ Robin Counts

Q Daisv Phillips

Teams and channels

[ (NG

<D Q. Search

") Designsquad /7 chat Shared

9 Hey, | wanted to start this chat to get to know some of 1

That's pretty cool!

Eric I

oo Hey, | wanted to start this chat to get to know some of 1
We are starting to do intake for next half planning.

Will L.

‘@ Hey Daniela, great timing! We just met with the enginee

Here's the link to our backlog for

Kayo M.
Q@o Yes that'd be great!
V1

Btw, can you check the LT Planning Agenda document?

Type a message



Save time when
communicating

The new keyboard shortcut for go to,
Ctrl+G (Cmd+G on Mac), narrows search
to just chats and channels and takes users
quickly to a specific conversation.

Chat

Unread = Channels = Chats

@ Copilot
<% Discover

@ Mentions

Favorites
9, Mona Kane
) Design Squad
%e Engineering squad
Chats
\ia Charlotte and Babak
Unicorn invoice
Babak Shammas
8 Marie Beaudouin
Amanda Brady
Boulder
* Daily triage
" Alexandria team chat
David Power
@ Robin Counts
@ Daisv Phillios

Teams and channels

/goto IType a chat or channel

" Alexandria Budget
vNext

Eric, Ishida, Charlotte + 2 others

Marketing discussions
Aadi, Charlotte, Beth + 3

Marketing Team

Eric Will, Aadi, Cecil + 3

Al Leads
Aadi, Charlotte, Beth + 3

Charlie Little

M
e
@ Charlotte de crum

Cecil folk

@ Andre Lawson

Kayo M
Yes that'd be great!
Y1

Btw, can you check the LT Planning Agenda document?

Type a message

/s teams are t

/s teams are t




Save more time when
communicating

Users can start a message to any chat or
channel from the new message feature.

Access new message quickly with the
keyboard shortcut Ctrl+N (Cmd+N on Mac).

OneDrive

Chat

Unread ' Channels

@ Copilot
<% Discover
@ Mentions
Favorites
9, Mona Kane
Design Squad
& Engineering squad
Chats
® New message
+ {D charlotte and Babak
« € Unicorn invoice
Babak Shammas
B Marie Beaudouin
Amanda Brady
Boulder
© Daily triage
" Alexandria team chat
David Power

[ Robin Counts

Teams and channels

To:

Q_ Search
Proj|
Project champions &

Contoso design

Project group &
Cortex Framework

Alexandria Project
vNext

c,'ﬂ Project Leads
¢

Serena, Amanda, Beth, Miguel, Charlotte, Babak, Kadji and Kayo

Type a message

To: |Enter name,

Suggested

ng Squad

exandria

Beaudouin

Mona Kane
e You: All the lin

QWERTYU

I'm

o|P

AISIDIFIGIHIJIK|L

4 Z X CVBNM &

space

Go




Customize the experience

Every user has a unique way of
working. Customize Teams chat and

channels to align with personal pocarence

Chats and channels

workflows with new controls.

BOo0YN &

Lp

Combined O} Separate

Privacy

=7

%

Accessibility

Users can choose to view chat and
channels separately like before, and

)

Chats and channels list
Chats and channels I X Chats and channels

@

Viewing chats, teams, and channels

to turn on message previews. O Appparmisio Show e sam 0 Combined

E) Recognition

Show at top of your list Separate
Filters
Copilot { Message previews

Discover .
Time stamps

Sections
Favorites

O S Get suggestions now Alexandria Project
Core Collab PM
Chats
Channels
Messaging

Suggested replies

Text prediction
Sio orodion TETTEes




Separate Chat and Teams views

When using the separate Chat
and Teams views, users get the
benefits of the new filters and the
@Mentions view to triage and
organize their list, as well as the
new message and go to
commands navigate quickly
across conversations in chats or
channels.

With separate Chat and Teams
views, the @Mentions view shows
only chats or channels,
respectively.

Unread

Chats Meeting chats

& copilot

@ Mentions

Charlotte and Babak  11:30 AM
Charlotte: Let's not rush in. I'll set so...

Unicorn invoice 11:06 AM
Darren: That's fine with me.

10:58 AM
Marie Beaudouin
W

Amanda Brady

You: Thanks! Have a nice w

Design squad /7 chat Shared (3) Il Meet now ~ &
(% Hey, | wanted to start this chat to get to know some of the priorities your guys teams are thinking about
That's pretty cool!

Today, 1:00 PM
9:41

oo Hey, | wanted to start this chat to get to know some of the priorities your guys teams are thinkin, we Chat ") Q

We are starting to do intake for next half planning. ‘= Unread @Mentions Meetings

will L
) ‘ X X ) Favorites
L o Hey Daniela, great timing! We just met with the engineering team yesterday.
. Mona Kane
@ You: All the links should work.

Here's the link to our backlog for the next half. It's not locked down yet s

Kayo M
i@b Yes that'd be great!
L A i Research Group

idy still scheduled for ne...
Btw, can you check the LT Planning Agenda document? i

Chats

Charlotte and Babak
Ch Ohhh |

A7), Reta Taylor
& That works

Babak Shammas

Sounds good!



Separate Chat and Teams views

Chat ) ) Designsquad /' chat Shared (7 (| Meet now

Users can also organize
conversations with Custom
sections when in separate Chat ‘é’ -

and Teams views.

‘% Hey, | wanted to start this chat to get to know some of the priorities your guys teams are thinking about

That's pretty cool!

Favorites °° Hey, | wanted to start this chat to get to know some of the priorities your guys teams are thinking about

Mona Kane 9:30 We are starting to do intake for next half planning.
e  Ohhh | see, yes let me fix that!

Sections only show chats or | B Design Souad e I
) 4 | do 'm Hey Daniela, great timing! We just met with the engineering team yesterday.

channels, depending on whether ~ Fa— P

xandria Project anks for kicking this off!

the user iS in Chat Or Teal I lS ‘-‘ Alexandria Project Yesterday

Let's figure it out tomorrow

Here's the link to our backlog for the next half. It's not locked down yet so we're still open to other intake suggestions

VI eWS . Apf Research group ¢ V Do you want to sync really quickly?

Reta: Let's set up a brainstorr

Kay
Chats a@b Yes that'd be great!

1
Charlotte and Babak  11:30 AM v
Charlotte: Let's not rush in. I'll set so
Btw, can you check the LT Planning Agenda document?

Unicorn invoice 11:06 AM

Darren: That's fine with me. v

Babak Shammas 10:58 AM
What's the alternative? Will do!

Marie Beaudouin
MB° P »
2 ® +
Amanda Brady
@ You: Thanks! Have a r




Optimized for mobile

With the Teams mobile app, users’ sections,
and organization are synced with desktop.
Filters and the @Mentions view are right here
to for quick triage anytime.

The view toggle next to the filters lets users
switch between organizing the list by sections
or in order of recent messages.

Message previews are shown by default in the
mobile combined Chat view. Users can
customize the mobile experience by
choosing to stay in the combined Chat view
or switching to separate views. These settings
don't have to be the same as the user’s
settings on desktop.

0:1 - Y 1
& Chat mn oa -°

= Unread @Mentions Channels

Favorites

Mona Kane
You: All the lin

n Squad

Engineering squad
Core Framework

Darren: That's fine with me,

Babak Shammas

What's

Amanda Bra

Combined

Chats, teams, and channels in a combined lis

Separate

Message previews
Time stamps
Sections

Favorites
Alexandria Project
Core Collab PM
Chats

Channels

Messaging

Suggested replies

Text prediction

cive



Onboarding

When the new experience is available for a
user, this Get started screen will display.

The Get started button will take users to the
new combined chat, teams, and channels
experience in Chat.

Users will have the option to defer the new
experience up to three times over the
course of approximately three days, with
the Do it later button, providing flexibility.

About a week after the new experience is
available for a user, if they are not yet
onboarded, they will be presented with a
final Get started screen and transition to the
new experience.

e ioigio &

Favorites

e Maona Kane

° Design Squad

& Engineering squad

Chats

« B charlotte and Babak
. o Unicorn invoice
« @, Babak Shammas

Q Marie Beaudouin
e Amanda Brady

‘E Boulder

1 Daily triage

#" Alexandria team chat
& David Power

‘ Robin Counts

@ Daisv Phillios
Teams and channels

° Design squad &/ chat Shared

EB  Hev. | wanted to start this chat to et to know some of the priorities vour auys teams are thinking about

Type a message

Do it later Get started

e thinking about

il Meetnow ~ Sp7

@G -

A streamlined experience for chat,

teams & channels is here




Onboarding

A guide highlights the location of new
controls where users can further
customize to suit their preferred style.

A reminder dot will appear on the More

list options menu, and in the menu, the
Customize view button is marked with a
badge to “Try it”.

i
A

Activity

-4

Calendar

OneDrive

7]
A

Activity

-

Calendar

OneDrive

Chat

Unread | Channels

@ Copilot
<% Discover

@ Mentions

Favorites
90 Mona Kane

7 Design Squad

Chat

Unread | Channels

@ Copilot
<% Discover

@ Mentions

Favorites
90 Mona Kane

1 Design Squad

o @ ) | Design squad

You can switch to a more familiar
view at any time

From here, select Customize view to
separate chats from your teams and
channels.

- Q @~ ) Design squad

Mark all as read > | wanted
Chat

T~ Collapse all sections Alt+Q s pretty d

€§3 Customize view

fﬁ‘i Your teams and channels

vo Hey, | wanted

o Q -

= Customize view
Collapse all tions

Teams and channels

"\ Katri Ahoka:

ri] Let's sy
Alexandria
Ret

Core PM

o @




Onboarding, continued

Later, after a user has spent time in the
combined Chat view, a second guide
reminds them that they can choose to
separate chats and channels any time.

Chat

Unread | Channels || Che

@& copilot
< Discover

@ Mentions

Favorites
oo Mona Kane
Design Squad
%e Engineering squad
Chats
. \ii Charlotte and Baba
Unicorn invoice
Babak Shammas
% Marie Beaudouin
Amanda Brady
Boulder
Daily triage
" Alexandria team chat
.’. David Power
.@ Robin Counts

@ Daisv Phillios

Teams and channels

Design squad &/ chat Shared @

o start this chat to get to know some d

o start this chat to get to know some d

to do intake for next half planning.

eat timing! We just met with the engi

Prefer your chats and channels

separate?

Try switching to the Separate view.

Customize view

Dismiss

e

Here's the link to our backlog

oM
Yes that'd be great!
L A2

Btw, can you check the LT Planning Agenda documen

0 o

Prefer your chats and channels
separate?

Try switching to the Separate view.

Customize view

Not now




Removing chats and chat history (formerly Delete chat)

To clarify the behavior of actions for chats,
instead of the Delete action for group,
meeting or 1:1 chats, in group chats and
meeting chats, users can remove the chat
and chat history by using Leave.

Users will be asked if they want to keep or
remove chat history. Removing chat history
will function as Delete did before, removing
the chat history from their list.

In 1:1 chats, users can remove the chat
from the chat list and remove chat history
for themselves with the Remove chat
history action.

Chat

Unread | Channels = Chats

& Copilot

< Discover

@ Mentions
Favorites

_oe Mona Kane

7 Design Squad

& Engineering squad

Chats

. \ia Charlotte and Babak

o o o g
Unicorn invoice

. @,, Babak Shammas

MB Marie Beaudouin
'}c Amanda Brady
af Boulder

.~ Daily triage

#"  Alexandria team ¢
&, David Power
t@ Robin Counts

@ Daisv Phillios

Teams and channels

) ) Designsquad /© chat Shared (@
90 Hey, | wanted to start this chat to get to know some of the priorities your guys teams ar

That's pretty cool!
Today, 1:00 PM
Eric |

00 Hey, | wanted to start this chat to get to know some of the priorities your guys teams ar
We are starting to do intake for next half planning.

Will L

'1‘ Haw Manials ~reat timing! We just met with the engineering team yesterday.
(% Open in new window

Move to
3 Remove from section Here's the link to our backlog for the next half. It's not locked do
|?° Leave

Kayo M

i@‘:»e Yes that'd be great!
[ B

Leave this chat?
The chat will stay in your list but you can hide it anytime or remove chat history now.

[ Remove chat history

This will remove the chat from your list and search. It affects you only.

Cancel Leave



Your teams and channels

To focus on the channels mostimportant to the user,
the teams and channels list shows all teams with at
least one shown (non-hidden) channel.

Instead of the “Hidden teams” section from before,
teams that were hidden but contain at least one
shown channel are displayed as collapsed at the
bottom of the list. Teams with no shown channels are
not displayed in the list.

Users can find a list of all channels in a team,
including hidden channels, by clicking on See all
channels in the team’s list. To view all teams, including
those with no shown channels, click See all your
teams at the bottom of the list. From this view,
selecting a team and choosing to Show a channelwill
also displayits team in the list.

Teams can be removed from the list by using the Hide
all channels option from the team’s More options “...”
menu in the list.

T 1

Q Chat

Activity

Bo Unread = Channels /= Chats

Chat

. \ia Charlotte and Babak

Calendar 90 Mona Kane
% « € Unicorn invoice
Calls y
'@a Babak Shammas
[ MB  Marie Beaudouin
OneDrive
Qe Amanda Brady
@E Boulder
Daisy Phillips
@ Daisy Phillip
Apps Teams and channels
vNext

* Alexandria Budget
Best proposals

* Performance
Project Hail Mary
Stand-ups
See all channels

&e Cortex Framework

* Engineering squad
See all channels

See all your teams

Q_ Search

)| Design squad &/ chat Shared

€

@

&,

Hey, | wanted to start this chat to get to know some of the pr

That's pretty cool!

Eric I

Hey, | wanted to start this chat to get to know some of the pr
We are starting to do intake for next half planning.

Will L.

Hey Daniela, great timing! We just met with the engineering t

Here's the link to our backlog for the r

Kayo M.
Yes that'd be great!
L A

Btw, can you check the LT Planning Agenda document?

Type a message



Milestones and Deliverables

Admin Configuration
User Experience

Deep Dive




Deliverables, Scope, and Requirements



Private Preview

Deliverable

Entra admins can enable cross-cloud via Entra’s cross-tenant access policies to support
cross-cloud authentication.

Purview admins can set external users and mail domains in label permissions to enable
external secure collaboration.

Users can apply a label with admin-defined permissions to a file and share with users
across the cloud boundary.

Users can apply a label with user-defined permissions for a specific user or mail domain
to a file and share with users across the cloud boundary.

Users can receive a file with admin- or user-defined permissions from a cross-cloud partner
and successfully decrypt.

Word, Excel, and PowerPoint only.



Public Preview: ETA July 31st

PDF Support: Targeting support in Microsoft Edge.
Support for guest members.
Support for 21-Vianet



General Availablility: September 30th

- Quality and performance fixes.



Supported Clouds

Sovereign clouds are
"spokes" off worldwide.
No plans to support x
sovereign-to-sovereign

connections.

Future Sov
Clouds

Existing Sov
Clouds




Requirements

- Administrators must define explicit, bidirectional tenant access
policies via cross-tenant access settings (XTAP).

- Clients consuming content across the cloud boundary require M365
Apps version 2402 or Office 2024 with MIP SDK enabled (default).



Entra Admin Configuration



Cross-Tenant Access Settings (XTAP)

- Entra requires explicit opt-in for cross-cloud access.

- Microsoft Azure Government must be enabled from Commercial and
vice versa.

— Microsoft Azure L Search resources, services, and docs (G+/) & Copilot

p& External Identities | Cross-tenant access settings

4 P4AISDFv2 BAMI tenant

| Got feedback?

€8 Overview

¥ Cross-tenant access settings Organizational settings Default settings Microsoft cloud settings

&+ All identity providers
Microsoft cloud settings allow you to collaborate with organizations from different Microsoft clouds.

After you enable Microsoft cloud settings, you can start adding organizations from that cloud to begin
collaborating via Microsoft Entra B2B collaboration.

£03 External collaboration settings
Diagnose and solve problems

» Self-service sign up
Microsoft Azure Government
> Subscriptions

. D Microsoft Azure China (operated by 21Vianet)
> Lifecycle management

> Troubleshooting + Support




Add Organization to XTAP

Add organization Refresh Columns

Use cross-tenant access settings to manage collaboration with external Microsoft Entra tenants. For non-Microsoft Entra tenants, use collaboration settings.

Organizational settings are cross-tenant access settings you've configured for specific Microsoft Entra tenants. Any Microsoft Entra tenants not listed here will
the default settings.

Add organization

tenant sett

Add an external Microsoft Entra tenant by

typing one of its domain names or tenant ID if
from another Microsoft cloud.

f67881e6-0aab-4231-bbd6-41f79... X

2 organizations found

Name Inbound access Outbound access

f67881e6-0aab-4231-bbd6-41f79d75f151

Microsoft




Trust Settings

- Trusting multifactor auth will be required in most cases.
- Admins may exclude external users from MFA. Not recommended.

B2B collaboration B2B direct connect Trust settings Cross-tenant sync

Configure whether your Conditional Access policies will accept claims from other Microsoft Entra tenan
tenants except those with organization-specific settings.

You'll first need to configure Conditional Access for guest users on all cloud apps if you want to require

() Default settings

Customize settings

D Trust multifactor authentication from Microsoft Entra tenants

D Trust compliant devices

D Trust Microsoft Entra hybrid joined devices




Inbound Access Settings (Optional)

B2B collaboration B2B direct connect Trust settings Cross-tenant sync

B2B collaboration inbound access settings determine whether users from f67881e6-0aab-4231-
whether f67881e6-0aab-4231-bbd6-41f79d75f151 users and groups can be invited to your orga

(U Default settings

Applies to

Customize settings

\_/ All applications

External users and groups Applications

Select applications

Access status

Allow access

\_/ Block access

Name

Microsoft Rights Management Services




Outbound Access Settings (Optional)

Outbound access settings - f67881e6-0aab-4231-bbd6-41f79d75f151

B2B collaboration B2B direct connect Trust settings

B2B collaboration outbound access settings determine whether your users can be invited to f67881e6-0aab-4231-bbd6-41f79d75f151 fo
specify whether your users and groups can be invited to f67881e6-0aab-4231-bbd6-41f79d75f151 and the external applications they can

Applies to

O Default settings

Customize settings

O All external applications

Users and groups External applications . .
Select external applications

Access status

Allow access

O Block access

Name
Microsoft Rights Management Services

Save Discard

Remove




Purview Admin Configuration



Purview Label Configuration

Edit sensitivity label

m

Assignh permissions

& Label details @ Con
Only the users or groups you choose will be assigned permissions to use the content that has
Assign p this label applied. You can choose from existing permissions (such as Co-Owner, Co-Author,
@ scope and Reviewer) or customize them to meet your needs.
Assign . N
9 —+ Add all users and groups in your organization
The setti
® items files. ~+ Add any authenticated users ®
—+ Add users or groups
® Access control User acc
+ Add specific email addresses or domains ®
Never
O Content marking ‘ morrisavenue.us ‘ m
Allmvas ~F




User Experience



User Experience: Publisher

Admin-defined User-Defined

- No change. Apply the appropriate - Add the mail domain or user.
label.

Permissions

tommos@microsoft.com : Change:
@ Non-Business Specify who can do what @ Cross-cloud requires
Publi I I '
O Ppublic Viewer adding email domains
) The user can view. They can't edit, print, copy content, or
O General change/remove protection. fo r a I I u Se rS’
Confidential > | @ Any User (No Protection)
R EEEE————————— . I
Highly Confidential > 'ﬂ Microsoft Extended L| n ked | Nn.com doeSﬂ t
Restricted Editor .
Learn More @& Microsoft FTE The user can view and edit. They can't print, copy content, or g ra nt a | | M IC rOSOft
_ change/remove protection.
@ IPRMS Any User Test access.

L linkedincom X M microsoftcom X
@ IPRMS Team Test Label

'ﬂ Recipients Only




User Experience: Consumer

- No ch

anges!

File

Home

Insert  Draw  Design

Layout

References  Mailings  Review View Help  Acrobat

@ CONFIDENTIAL - ALL EMPLOYEES All Employees | View Permission...

Page 1 of 1

5 words

T?/Accessibility: Good to go

P—\dmin defined permissic

My Permission

? X

You are currently authenticated to view this document

as:
tommos@maorrisavenue.us

Confidential - All Employees - All Employees

You have the following permissions:
View:

Edit:

Copy:

Print:

Save:

Export:

Access the document programmatically:

Full control:

T Focus

B - ——&+——+ 10m



Deep Dive



Authentication

— — — 6) Pass-through to Home— —pp»
Commercial cloud <@ — — -7) Return Result- — — — — / GCCH cloud

Azure iv Azure Active
Directo Directory
(Fabrikam) (Contoso)
$
8y 74,
/‘% s"@ n
) /
O'C. 046
Rights @C:c 7
Fabrikam RMS Tenant \9
) Eyg
Request * Tok
en
4) 401 Challenge for Fabrikam T . 1) Open

> >
3) EUL Request “ -§ —

External User  2) ExtractPL  Protected File
(Contoso.com) (Fabrikam)




Authorization

Feature makes use of two optional claims.

Gaim  |Rewms

verified_primary_email The verified primary SMTP for the user.
verified_secondary_email  The verified proxyaddresses for the user.
"ver": "2.0",

"verified_primary_email”: [
"tommoser@p4aisdfv2bami.onmicrosoft.com”

Lo | The presence of these claims in
"verified_secondary_email": [

"tom3@pdaisdfv2bami.onmicrosoft.com”, paSSthrOUgh tOken eliminates the
"tom2@p4aisdfv2bami.onmicrosoft.com”, need for CrOSS'CIOUd HPA Ca".

"toml@pdaisdfv2bami.onmicrosoft.com”

]
}.[Signature]




Authorization: Exact Match by User

verified_primary_email bob@contoso.us - bob@contoso.us
verified_secondary_email  bob.smith@contoso.us bob@contoso.com
verified_primary_email bob@contoso.us V bob@contoso.us
verified_secondary_email  bob.smith@contoso.us ‘ bob.smith@contoso.us

verified_primary_email bob@contoso.us x alice@contoso.us

verified_secondary_email  bob.smith@contoso.us alice@contoso.com


mailto:alice@contoso.us

Authorization: Tenant-based Sharing — Same Cloud

Contoso Verified Domains

= With HPA call, we use any verified domain to grant
ontoso.us access, regardless of user mail suffixes.

Fabrikam.us

V Label Rights

verified_primary_email bob@contoso.us ‘ Contoso.us

verified_secondary_email  bob.smith@contoso.us TailSpinToys.com

Label Rights

verified_primary_email bob@contoso.us Fabrikam.us

verified_secondary_email  bob.smith@contoso.us ‘TailSpinToys.com



Authorization: Tenant-based Sharing — Cross Cloud

Contoso Verified Domains

= Without the HPA call, we have only the verified
ONtoso.us domains that map to a user’s email addresses. We
cannot enumerate all domains for the home tenant.

Fabrikam.us
verified_primary_email bob@contoso.us ‘ Contoso.us
verified_secondary_email  bob.smith@contoso.us TailSpinToys.com

Label Rights

verified_primary_email bob@contoso.us X Fabrikam.us

verified_secondary_email  bob.smith@contoso.us TailSpinToys.com



Domain Sharing Changes

- Same cloud b2b sharing using “AllStaff” results in all users in the
org having access to the content, regardless of mail suffix.

- Cross-cloud b2b sharing using “AllStaff” result in mail being
accessible only to users with a mail suffix that matches the AllStaff
entry.



Data Egress and Storage

- Only data egress is what's stored in the access token.

- Admins must enable feature and data egress is admin/user initiated,
meeting egress requirements.



B Microsoft Security .

Cross-Cloud Protected
File Consumption

Tom Moser
Principal Product Manager
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